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File: USPT 



Jul 24, 2001 



DOCUMENT-IDENTIFIER: US 6266692 Bl 

TITLE: Method for blocking all unwanted e-mail (SPAM) using a header-based password 



Abstract Text (1) : 

A method for blocking and/or filtering electronic mail. Selected senders are 
provided with a valid passcode associated with an e-mail address. When an e-mail is 
received at a mail server node, a field in a header of the e-mail is checked for a 
valid passcode associated with the destination e-mail address. If a valid passcode 
is detected, the e-mail is automatically sent to a receiver at the e-mail address. 
If an incorrect passcode is detected, the e-mail is automatically deleted at the 
server node and does not reach the receiver . If there is no passcode in the e-mail 
header, the e-mail is held temporarily, until the receiver approves to receive the 
e-mail . If the receiver rejects the e-mail, the e-mail is deleted. The present 
invention includes an additional capability for the senders of e-mails to request a 
passcode associated with a specific e-mail address in a lookup directory, before 
sending an e-mail to that address. Furthermore, the present invention enables 
firewall servers to block incoming e-mails only if they are received from the 
public Internet, thereby allowing all internal e-mails to reach the receiver 
without having to include valid passcodes . 

Brief Summary Text (5) : 

Therefore, it is highly desirable to have a filter system for screening and turning 
away unwanted mails, while the desired e-mails pass through the system to reach the 
recipients. Presently, there are products that are capable of filtering out 
unwanted messages. For example, Qualcomm's Eudora Pro e-mail program can select e- 
mail and delete before reading on the basis of an unlimited set of user-specified 
character sequences, whether those sequences appear in a message's subject, in the 
main body of the text, or as part of the sender's name. 

Current US Original Classification (1) : 
709/206 

CLAIMS : 

1. A method of filtering electronic mail (e-mail) transmitted by a sender to a 
servicing node and destined for receipt by a receiver comprising the steps of: 

scanning a header associated with the e-mail at the servicing node for both a 
destination address and a destination passcode, said destination passcode being a 
binary key included in a predefined field of said header reserved for passcodes; 

determining whether the destination address and the destination passcode match a 
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receiver's address and a receiver's passcode; and 

automatically providing the e-mail matching both the receiver's passcode and the 
receiver ' s address to the receiver . 

6. The method as claimed in claim 5, wherein the method further includes the step 
of: 

sending a reply message to the sender of the mail which includes a passcode which 
does not match the receiver's passcode, the reply message for informing the sender 
not to send any more e-mails to the receiver . 

7. The method as claimed in claim 1, wherein the method further includes: 

providing selected senders of e-mail with the receiver's passcode for placement in 
an e-mail header of an e-mail message along with the receiver 1 s address. 

8. The method as claimed in claim 1, wherein the method further includes the step 
of: 

enabling a sender to request a passcode of an e-mail address before sending an e- 
mail; and 

allowing the sender to send an e-mail to the receiver when the request is approved, 
by providing the passcode for inclusion with the e-mail . 

11. The method as claimed in claim 1, wherein the method further includes the step 
of: 

allowing all e-mail originating inside a firewall to- be sent to the receiver 
without scanning for the receiver's passcode . 

15. An article of manufacture comprising a computer usable medium having computer 
readable program code embodied therein for filtering electronic mail (e-mail), the 
computer readable program code in the article of manufacture comprising: 

computer readable program code for causing a computer to scan the e-mail header at 
the servicing node for both the destination address and a destination passcode, 
said destination passcode being a binary key included in a predefined field of said 
header reserved for passcodes; 

computer readable program code for causing a computer to determine whether the 
destination address and the destination passcode match a receiver's address and a 
receiver's passcode; and 

computer readable program code for causing a computer to automatically provide the 
e-mail matching both the receiver's passcode and the receiver's address to the 
receiver . 
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(57) 



ABSTRACT 



A method for blocking and/or filtering electronic mail. 
Selected senders are provided with a valid passcode asso- 
ciated with an e-mail address. When an e-mail is received at 
a mail server node, a field in a header of the e-mail is 
checked for a valid passcode associated with the destination 
e-mail address. If a valid passcode is detected, the e-mail is 
automatically sent to a receiver at the e-mail address. If an 
incorrect passcode is detected, the e-mail is automatically 
deleted at the server node and does not reach the receiver. If 
there is no passcode in the e-mail header, the e-mail is held 
temporarily, until the receiver approves to receive the 
e-mail. If the receiver rejects the e-mail, the e-mail is 
deleted. The present invention includes an additional capa- 
bility for the senders of e-mails to request a passcode 
associated with a specific e-mail address in a lookup 
directory, before sending an e-mail to that address. 
Furthermore, the present invention enables firewall servers 
to block incoming e-mails only if they are received from the 
public Internet, thereby allowing all internal e-mails to reach 
the receiver without having to include valid passcodes. 

16 Claims, 4 Drawing Sheets 
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File: USPT 



Jul 22, 2003 



DOCUMENT- IDENTIFIER: US 6597771 Bl 

TITLE: Method of a message modification in a communication system and a device for 
performing the method 

Abstract Text (1) : 

There is provided a method of a modification of a message in a communication system 
and a device for execution of the method. After receiving a message, the message 
being delivered into a receiver communication unit through data communication means 
and stored in a storage unit, there is a password allocated to the sender, the 
password being allocated with respect to available information about an identity of 
the sender, and the password is delivered back to the transmitter communication 
unit as acknowledgement message and serves the sender as a key for obtaining an 
access to functions of modification and/or deleting a message stored in the 
receiver communication unit. 

Current US Cross Reference Classification (2) : 
709/206 
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(57) ABSTRACT 

There is provided a method of a modification of a message 
in a communication system and a device for execution of the 
method. After receiving a message, the message being 
delivered into a receiver communication unit through data 
communication means and stored in a storage unit, there is 
a password allocated to the sender, the password being 
allocated with respect to available information about an 
identity of the sender, and the password is delivered back to 
the transmitter communication unit as acknowledgement 
message and serves the sender as a key for obtaining an 
access to functions of modification and/or deleting a mes- 
sage stored in the receiver communication unit. 

8 Claims, No Drawings 
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DOCUMENT- IDENTIFIER: US 6266692 Bl 

TITLE: Method for blocking all unwanted e-mail (SPAM) using a header-based password 



Abstract Text ( 1 ) : 

A method for blocking and/or filtering electronic mail. Selected senders are 
provided with a valid passcode associated with an e-mail address. When an e-mail is 
received at a mail server node, a field in a header of the e-mail is checked for a 
valid passcode associated with the destination e-mail address. If a valid passcode 
is detected, the e-mail is automatically sent to a receiver at the e-mail address. 
If an incorrect passcode is detected, the e-mail is automatically deleted at the 
server node and does not reach the receiver . If there is no passcode in the e-mail 
header, the e-mail is held temporarily, until the receiver approves to receive the 
e-mail . If the receiver rejects the e-mail, the e-mail is deleted. The present 
invention includes an additional capability for the senders of e-mails to request a 
passcode associated with a specific e-mail address in a lookup directory, before 
sending an e-mail to that address. Furthermore, the present invention enables 
firewall servers to block incoming e-mails only if they are received" from the 
public Internet, thereby allowing all internal e-mails to reach the receiver 
without having to include valid passcodes . 

Current US Original Classification (1) : 
709/206 
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ABSTRACT 



A method for blocking and/or filtering electronic mail. 
Selected senders are provided with a valid passcode asso- 
ciated with an e-mail address. When an e-mail is received at 
a mail server node, a field in a header of the e-mail is 
checked for a valid passcode associated with the destination 
e-mail address. If a valid passcode is detected, the e-mail is 
automatically sent to a receiver at the e-mail address. If an 
incorrect passcode is detected, the e-mail is automatically 
deleted at the server node and does not reach the receiver. If 
there is no passcode in the e-mail header, the e-mail is held 
temporarily, until the receiver approves to receive the 
e-mail. If the receiver rejects the e-mail, the e-mail is 
deleted. The present invention includes an additional capa- 
bility for the senders of e-mails to request a passcode 
associated with a specific e-mail address in a lookup 
directory, before sending an e-mail to that address. 
Furthermore, the present invention enables firewall servers 
to block incoming e-mails only if they are received from the 
public Internet, thereby allowing all internal e-mails to reach 
the receiver without having to include valid passcodes. 

16 Claims, 4 Drawing Sheets 
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